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ABSTRACT

With the convenience of real-time conversation, multimedia file and contact sharing services, most people use instant
messenger, and its usage time is increasing. Because the messengers contain a lot of user behavior information data, in the
digital forensic investigation, they can be very useful evidence to identify user behavior. However, some of useful data can
be difficult to acquire or recognize because they are encrypted or deleted. Thus, in order to use the messenger data as
evidence, the study of message decryption process and message recovery is essential. In this paper, we analyze the database
encryption process of the instant messenger, MalangMalang Talkafe, and propose the method to decrypt it. In addition, we
propose the methods to identify the deleted messages and recover from the volatile memory area.

Keywords: Digital Forensic, Messenger, Decryption, Reverse Engineering, Memory Forensic
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Table 1. List of Encrypted Databases

Name Path
general % LOCALAPPDATA%\Talkafe\
Settings settings\
64 Bytes | /1 CATLAPPDATA%\Talkafe\
Hex Strings
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Table 2. Analysis Tool and Environment

Category Name and Version
Virtual PC VMware Workstation 12
(O Windows 7 SP1 x86
Software Talkafe 1.5.7
Dynamic & Static Ollydbg 1.1
Analysis Tool IDA Pro 6.8
An,f‘l;zfis Memory Capture Tool FTK Imager 3.2.0
Hex Viewer HxD 2.3.0

SQLite Viewer

DB Browser 3.11.2
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Input : UUID(u) Input : UUID(u)

Output : CHAT Database Passphrase(p) Output : Setting Database Passphrase(p)
Variable : Strings (S) = {8}, Sy, S, S, ) Variable : Strings (S) = {5, S, Sy, 93,5, }
1: §<0 1: 9«0

2: T« HexToString(SHA256 (u)) 2: T« Hex ToString(SHA256(u))

3: T« Hex ToString(SHA256(T)) 3: p<«—Relocate T and S,

4: while(i<3): 4: while(i <3):

5:  if 1==2): 5: if (i==2):

6: p < Relocate T and S, +5;,, 6: p < Relocate T and S, ., +9, 5
7 T« Hex ToString (SHA256(p)) 7: T« Hex ToString(SHA256(p))
8: Break 8: Break

9:  FEnhdif 9:  Endif

10:  p< String Relocation T and S; 4 10:  p < String Relocation T" and S; 4
11: T« HexToString(SHA256(p)) 11 T« Hex ToString (SHA256 (p))
12: t<—1+1 12: i<—1+1

13: Ehd while 13: Endwhile

14: Return p 14: Return p

Fig. 2. Passphrase Generation Process of Chat(Left) and Setting(Right) Databases
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Table 3. List of HardCoded Strings

Applicable Database Hard Coding String
S Setting Database 99786 AD8CTOF4E6F899143100B5B8374
S 408([X2(Z68} Z’ lwsTeV4A81U % Ti<I!1l
S, Setting Database & 06(fz"17*_:_Fh2J5¢(E\\y!6Lsw3vtV\\U
S, Chat Database z~x|(X2HR$Vx*|N'j68)Z lw%D: y!fl
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Column i
Type Text Time
Message Type Message Message Send Time
—| Table Sender Roomname Saved_Path
chats Sender UID Mame of Room Mult'\_rned'la File Path
in Desktop
rooms
Database lastindex Column
Chat I Salit Roomidx Name lastchatText
Database glite_sequence
Setting verifies Index of Room Sender UID's Last Chat Message
Database LastChatType lastChatTime lastChatSender
Time of Sending Last Sender UID of
Last chat Type message Sending Last message
— Table
eneralSettings Column
g 9 CurrentSection verLastChecked VerLatest
User's Email Address Last Access Time Latest Version of
Software

Fig. 3. List of Internal Data in Chat and Setting Database
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‘ 'Wireshark - Follow TCP Stream (tcp.stream eq 1) - Local Area Connection

server/dev{“ckey":"158@9731279637 , “roomidx": "138689",

EendTIne 100007 oI270eT ) “sender™: "64965", [EERt o Hellon] type™: “text"}@....ridx/138689{ chat™: {"sender™:

"64965", "idx": 155, “text": "Hello", “noti": true, "roomidx™: "138689, “ckey": "15808973127963", “sendTime": “1588973127963", “time": "200206161206.898006",

“chatldx”: 155, "type™: "text", "asutopung": B648@}}eU.

server/dev{”lastidx":"155", "roomidx": "138669", "sender™:"64965", "type™: "verifyrecv”}8....ridx/136689{ chat”: {"lastidx™: "155", "sender®: "64965", “roomidx":

"138685", "time": "200206161206.935438%, "type”: “verifyrecv"}}@
server/dev{"ckey": "158@973130381", "roomidx": "138689", d

"649657, "idx": 156, “text": "GO000D", "nmoti”: true,
“chatldx”: 156, "type™: "text”, “autopung": B&48@})eU.

,"sender”:"64065",
": "158@97313@381", °

[ext : GOOOOUT, “type”: "text™}@....ridx/138689{ chat™: {"sender”:
sendTime”: “1588973138381", "time": “200206161289.316258",

server/dev{"lastidx":"156", "roomidx": "138689", "sender™: "64965", "type™: "verifyrecv™}8....ridx/138689{ "chat": {"lastidx™: "156", "sender”™: "64965", “roomidx":

"138689", "time": "200206161209,3499237, “type”: “verifyrecv"}}

Fig. 6. Message Data Set sent in Plain text to Server

1A5528E0 E6 D& 2D 00 88 81 0 73 65 72 <&b-...70....ser
ver/dev{"ckey":"
1580973130381","

1A5528F0
1A552900

12552560

1A5525D0

1AS525E0 2
1A5525F0

12552630
12552640
12552650

Fig. 6. Deleted Message Left in Volatile Memory
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